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Critical Compromise Mitigation Worksheet 
 
 
 

 As soon as possible, disconnect network access to the device by 
unplugging it from the wall or contacting the NOC at (540)231-6780. 
 

 Identify accounts that have been accessed from this machine. Was 
sensitive data accessible from the accounts? Have all users who 
have used the affected machine change ALL of their account 
passwords on a separate machine. 

 Run the Find_SSN tool on the machine to ensure that the device 
does not contain any sensitive data. If the device does contain 
sensitive data please notify the IT Security Office. 
 

 Reformat all drives in the computer and reinstall the operating 
system.  
 

 Notify Information Technology Security Office that the mitigation is 
complete 
 

 
 

 
 


